®uHaHCOBbIe MOLICHHMYECTBA
B HTepHeTe U B cepe TUCTAHIMOHHOTO OAHKOBCKOI0 00C/Ty:KMBAHUS

Pa3BuTHe COBpeMEHHBIX TEXHOJIOTHI OKAa3bIBACT BIMSHHUE M HA KPUMHUHAIBLHYIO C(epy: ecliu paHblie
Ha 0JIar0COCTOSTHUE TPpakJIaH MOCSTANIN JIMIIh KApMaHHBIC M KBAPTUPHBIC BOPHI, TO TEIEPb, C Pa3BUTHEM
OHJIafH-OaHKWHTA, HA OXOTY BBIIUIN TaKHE «IIPOJBUHYTHIC» MPECTYIMHUKH, KaK (QUIICPbl, CKHMMEPHI
OpraHU3aTOPBl PA3HOOOPA3HBIX MOIICHHUYECKUX cxeM B MIHTepHeTe.

Tak, MOIIEHHHMYECKHE OMNEpalMH C IUIACTUKOBBIMU KapTaMH Y€ HE€ TMEpBbI TOJ SBISIOTCA
poOJIeMOil POCCUICKOW OaHKOBCKOW cdepbl. bombias m0yisi HE3aKOHHBIX CIUCAHUN MPOUCXOIUT C
MOMOIIbI0 CKUMMHUHTA, TO €CTh CUWUTHIBAHMUS TPH TOMOINM CHEIUAIBHOTO YCTPOWCTBAa MaHHBIX C
MarHUTHOM TOJIOCH! KapThl: B Poccum, mo mojacyeram koMmranuu Visa, 10Jiss CKHMMHHTA B 00111eM 00beMe
MOIIEHHUYECKUX ONepaluid ¢ KapTamMu 3TOW cuctembl gocturaet 49%. A eme 51% npuxomurcs Ha
JIpyTHe BUIBI MOIICHHUYECTB, UMECIOMINX IENBI0 3aBlAJICTh TaHHBIMH OaHKOBCKHUX KapT U MapOJSIMH OT
KaOMHETOB B CHCTEMaX MHTEPHET-OAHKWHTA.

[Tpu 3TOM OTEUECTBEHHBINM PHIHOK 0AHKOBCKHX KapT €IIe OYCHb JalieK OT HACBIIIECHUS: MO Pa3HBIM
JlaHHBbIM, B Poccun Ha OJTHOTO 4YesoBeKa MpuxoAauTcs oT 1 mo 1,7 KapThl, U 3TO OJUH U3 CaMbIX HU3KUX
nokaszareiieii B EBponie. B 10 e Bpems, cornacHo uccinenoBanuio HMY «Beicmas mkona 5KOHOMUKH», B
CHIA Ha omHOro 4enmoBeKa B cpemHeM npuxoautcs 3,69 kaptel. To ecTh moje isi MOIIEHHUYECKHUX
orepanuii OyeT TOJIIbKO YBEIMYUBATKLCS, €CIIU B MPOIIECCE UCTIOIb30BaHUS TUTACTUKOBBIX KapT U OHJIAIH-
OaHKMHTa WX BJIAJICTBIIBI HE 00yYaTcsl paBujaM 0€30MacHOCTH U HE BOOPY)KATCS YETKUM MOHUMaHUEM
PUCKOB yTpaThl JACHEXKHBIX CPEICTB TMpPH CTOJKHOBEHHH C MHOTOOOpPa3HBIMHU MOIIEHHUKAMU U
adepucramu, aeicTByronmmMu B CeTH.

B 2014 romy Bctynuna B cuiny 9 crates ®epepanbHoro 3akoHa ot 27.06.2011 Ne 161-®3 «O
HAllMOHAIBHOM IJIATEKHOW CHCTeMe», OOs3bIBaiomas OaHK KOMIICHCHUPOBATh BIIAJICIBILY KapThl
HE3aKOHHO CITMCaHHbIE ¢ Hee cpencTBa. OHAKO Ha MPAKTUKE BEPHYTh UX KIMEHTaM YAAaeTcsl HE BCerja:
HaIlpuMep, €CIu KJIUEHT BOBPEMs HE YBEIOMUJ 0aHK O HECAaHKIIMOHUPOBAHHOM Olepaliui, BEPOSITHOCTh
BO3BpAaTa CPEeACTB HEBEIHUKA.

[TosTOoMy mIpaBuiia 6€30MACHOCTH ¥ TPOTUBOICHCTBHS 37I0YITOTPEOICHUSM C IJIACTUKOBBIMUA KapTaMH
U B cepe OHNANH-OAHKMHTA, a TaKKe NMOHMMAaHWE TPaKJaHAMHU PUCKOB, COMYTCTBYIOMIMX aKTUBHOMY
MIPUCYTCTBHIO B CETEBBIX CEPBHCAX, CTAHOBATCS BCE 00JIee aKTyaIbHBIMU.

OTBeTCTBEHHOCTHh 0aHKA 32 3JIEKTPOHHbIE IJIATEKH,
He CAHKIIMOHHPOBAHHBIE BJIaJe/IbleM cueTa (KapThl)

OO0si3ana JM KpeAUTHAasi OpraHu3anus HH(GOPMUPOBATH KJIHEHTOB 0 COBEPIIEHHHU Omepauuii ¢
HCIOJIb30BAHMEM JIEKTPOHHOI'O CPe/ICTBA IJIaTeKa, B TOM YHcJle MJIATEKHbIX KapT? Bo3MoxkHO Ju
B3MMAaHMeE C KIHEHTOB IJIAThHI 32 M0100H0e nHpopMuUpoBanue?

B cooTtBercTBUHM ¢ yacThio 4 cTathu 9 3akoHA «O HAMOHAJIIBHOM IJIATEKHOW CUCTEME» OmNepaTop Mo
MEPEBOJy JICHEKHBIX CPEICTB 0053aH MHPOPMUPOBATH KIMEHTA O COBEPIICHUU KAXKIOW OIEpamuu C
HCIIOJIb30BAHUEM BJIEKTPOHHOrO cpeactBa miarexka (mamee — OCII) myrem HampaBieHUs KIHEHTY
COOTBETCTBYIOIIETO YBEAOMJICHHUS B MOPSAJIKE, YCTAHOBICHHOM JJOTOBOPOM C KIIMEHTOM.

HcnonHenne KpenuTHOW OpraHM3aldeld 3aKOHOJATEIbHO YCTAHOBJIEHHOW OOS3aHHOCTH HE MOXKET
OBITH OOYCIIOBIIEHO YIUIATOM KJIIMEHTOM BO3HATPAXKICHHS 3a MPEAOCTaBICHHE WH(GOPMAIMU, B CBSI3U C
4YeM B JOTOBOPE IOJDKEH OBITh MPEIyCMOTPEH CHoco0 OecruiaTHOro WH(OPMUPOBAHUS KIHWEHTa B
COOTBETCTBUU CO cTaTheld 9 3akoHa «(O HaIMOHAIBHOW TUIATEKHOM cucTeMe». JlOMOJHUTEIBHO
KPEIUTHOM OpraHu3alreil MOTyT OKa3bIBaThCs KJIUEHTY (MPHU €ro COIrJIacMU) IUIATHBIE YCIYTH IO €ro
UH(GOPMHUPOBAHUIO O COBEpLICHUU omepanuii ¢ ucnonaszoBanueM DCII. Oto 3HauyMt, yTo OaHK BIpaBe
B3UMAaTh IJIaTy 32 Sms-UH(OOPMUPOBAHHUE KIUEHTA, a OecrIaTHO MHPOPMUPOBATH €ro 00 COBEPIICHHBIX
orepauusx Mo 3JeKTpoHHOH mourte. [Oguyuanvueiii cavum banxka Poccuu, pazoen «Hauyuonanvnas
naamedcnaa cucmemar—«Pecynuposanue 6 HayuonanvHou naamedxcHoul cucmeme»—«Bonpocet u
omeemuvi»—«Omeemuvl HaA 60NPOCHI, CEA3AHHbLIE C NPUMEHEHUEeM O0moenbHbX Hopm DedepanvHozo
3axkona om 27.06.2011 Ne 161-D3 «O nHauuonanvHoil naamexcHou cucmeme» (yacmo 1)|
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Kak 3aKkoH01aTe/ILCTBO peryjaupyeT UCHOJIb30BAHUE «JIHYHOT0 KAa0OMHeTa» B paMKaxX OHJIAWH-
0AaHKMHIa WU MHBIX AHAJIOTHYHBIX HHTEPHET-CEPBUCOB?

3akoH «O HaIMOHAIBHOM IUIATE)KHOW CHUCTEME» HE OrpaHUYMBAET BO3MOXKHBIE CIIOCOOBI
uH(GOPMUPOBAHUS KIIMEHTOB O COBEPILIEHHBIX Omepaiusix ¢ ucrnonb3doBanueM DCII, nmpenycmarpuBas mpu
3TOM HaNpaBJICHUE OINEpPaTOpOM IO IEPEBOAY JEHEKHBIX CPEACTB KIMEHTY COOTBETCTBYIOILETO
YBEJOMIICHHS B TIOPAJIKE, YCTAHOBICHHOM JIOTOBOPOM C KIIHEHTOM.

[Ipu MCHONAB30BaHUM «JIMYHOTO KaOWHETa» WM WHOTO aHAJOTMYHOTO MHTEPHET-CEpBHCA B IEJISIX
coOmronenust TpeOoBaHuii crath 9 3akoHa «O HAMOHAIBHON IUTATEKHOW CHCTEME» JIOJDKHO
o0ecrieunBaThCsl U3BEUICHUE KIMEHTa O BO3MOXKHOCTH O3HAKOMJICHHS C IMPEIOCTABIEHHOM orepaTopoM
[0 TEePEeBOAY JCHEXKHBIX CpPEeACTB MH(pOpMAIMel O COBEpIIEHUH orepauuil ¢ ucrnonb3oBanuem ICIIL
[Opuyuanvuwiti  catim  banka Poccuu, pazoen «Hayuonanvnaa naamedxcHas cucmema»—
«Pecynuposanue 6 HauyuoHanbHOU naamedcHol cucmeme»—«Bonpocet u omeemuvi»—«Omeemuvl Ha
eéonpocel no npumenenutro cmamvu 9 Deoepanvnozo 3akona om 27.06.2011 Ne 161-d3 «O
HAUUOHAILHOU NIAMENHCHOU CUCHEME» )

BnpaBe Ju KpeauTHasi OpraHu3aunus — ONEPaTOp MO MepPeBOAY JAEHEKHBIX CPeACTB MNPH
BO3HHKHOBEHHH TOJ03PEHHsI O COBEPIIEHHM MOIIEHHUYECKHMX oOmNepauuii ¢ HMCHoJb30BaHUEM
NpPUHAIEKANIEH KINEHTY IUIACTHKOBON KAapThl MO COOCTBEHHOH HMHUIMATHBE NMPUOCTAHOBUTH
WIH TIPEKPATUTh HCIHOJb30BAHHE JJIEKTPOHHOI0 CPeACTBA ILIaTeXka, €CJH COOTBETCTBYIOIIAsi
BO3MOKHOCTH MPeyCMOTPEHa J0roBOpoM?

B coorBerctBHM ¢ wacteio 1 cratem 9 3akoHa «(O HaIMOHAJBHOM INIATEKHOM CHCTEME»
UCIIOJIb30BaHUE DJIEKTPOHHOTO CPEACTBA IUIaTeXa OCYIIECTBISICTCS HAa OCHOBAaHHWHM JOTOBOpa 00
WCITOJIb30BAHUU AJICKTPOHHOTO CPEACTBA TUIATEXkKA, 3aKIFOYCHHOTO OIEepaTOPOM IO MEePEBOAY JAEHEKHBIX
CPENICTB C KIIMEHTOM.

Takum o6pazom, B cuiry 4actu 9 ctatbul 9 yKa3aHHOTO 3aKOHA BO3MOXKHOCTh IIPHOCTAHOBIICHUS WJIH
MpEKpaIIeHUs UCIIOJIb30BAHUS AJIEKTPOHHOTO CPEJICTBA IJIaTeXa M0 UHUIIMATUBE OTEPaTopa 1o MepeBoay
JIEHEKHBIX CPEACTB TPH OCYIIECTBICHUN MOIICHHUYECKUX JCHCTBUH TPETHUX JIMII MOXET OBIThH
MpeayCMOTpEHa B TAaKOM JOTOBOPE B KAaueCTBE AJIEMEHTa MOPSIKAa HCIOIb30BAHMS AJIEKTPOHHOIO
cpeactBa tuarexa. [Oguyuaneuviti caum banka Poccuu, pazden «Hauyuonanvnasa naameicHas
cucmemar»—«Pezynupoeanue 6 HAUUOHANLHOU NAAMENCHOU cucmeme»—«Bonpocvt u omeemuvi»—
«Omeemul Ha 60NPOCHL, CEA3AHHBIE C NPUMEHEHUEM OMOeIbHbIX HOpm DedepanibHozo 3aKoHaA om
27.06.2011 Ne 161-D3 «O HayuonanvHoul naamexcHoil cucmeme» (vacmo 1)]

O0s13aHa s KpeAUTHAS OPraHU3alMs — ONEPATOpP IO TMepPeBOAY [IEHEKHBIX CPeACTB
KOMIIEHCHPOBATh KJIMEHTY IOTEePH, €cJIM Omepaluu ¢ KapToil ObLIM coBeplleHbI IOcje ee
(akTHyeckoil yrparsl KiaMeHTOM M 0e3 ero corsacusi? Miam 0aHK HeceT OTBETCTBEHHOCTb 32
CIHMCaHNe IeHeKHBIX CPeJICTB € KAPThI TOJBKO C MOMEHTA, KAK KJIMEHT 3asiBWJI 00 yTpaTe KapThl B
0aHk?

TpeboBanue o 6e3ycIOBHOM BO3MEUICHHH ONEPATOPOM IO MEPEBOY AEHEKHBIX CPENICTB KIHUEHTY
CYMMBI OIIE€pallid, COBEPIICHHOW 0e3 ero corjacus Mocje HaNpaBiICHUs OINEpaTropy MO MEepeBOLY
JICHe)KHBIX CPEACTB YBEAOMIIEHUS, MIPEAYCMOTpeHHOro 4acThio 11 crathu 9 3akoHa «O HalMOHAIBHON
IUTATEXHOW CUCTEME», YCTAHOBJIEHO YacThIO 12 yKa3aHHOM CTaThy.

[Topsimok yBeTOMIIEHHS KIMEHTOM KPEIUTHOW OpraHu3alu, NpeyCMOTPEHHbIA TyHKTOM 11 cTtatbu
9 3akoHa «O HAMOHAIBHOW IUIATEKHON CHUCTEME», MOXKET OBITh KOHKPETH3HPOBAH B 3aKIIIOUYAEMOM
MEXJly HUMHU JIOTOBOPE B 3aBUCHUMOCTU OT HCIOJB3YeMOI0 3JIEKTPOHHOTO CPENCTBA IJIaTeka U CPOKOB
YBEJOMIICHHS KPEAUTHOM OpraHu3anuen KIMEeHTa O COBEPIICHHBIX ONepalusx.

Yactpio 15 ctarbu 9 yka3aHHOTO 3aKOHAa YCTaHOBJIEHO, YTO €CJIM OIEepaTop IO MEePEeBOAY JECHEKHBIX
CPEACTB HCHOJHAET OO0SM3aHHOCTh IO YBEIOMJICHHIO KJIMEHTa- (PU3MYECKOro JIMIA O COBEPIICHHOMN
orepanuy B COOTBETCTBUHM C 4YacThl0 4 YKa3aHHOW CTAaTbU M KIUEHT — (U3UYECKOE JIMI0 HArpaBUIl
OMEpaToOpy MO MEPEBOY AECHEKHBIX CPEJCTB YBEIOMICHUE B COOTBETCTBHH € 4acThio 11 naHHOM cTaThu,
orepaTop MO MEPEeBOAY JACHEKHBIX CPEJICTB AOKEH BO3MECTUTh KIMEHTY CyMMY YKa3aHHOMW orepalui,
COBepIIeHHOW 0e3 coriacus KIUEHTa 10 MOMEHTA HAIPaBJICHUS KIUCHTOM-(U3UYECKUM JTUIOM
yBepomiieHus. [Ipu 3ToOM B yka3aHHOM ciy4yae OIepaTrop MO MEepeBOAYy JIEHEXKHBIX CPEICTB 00s3aH



BO3MECTUTh CYMMY OIl€palliM, COBEPIICHHON 0e3 corjacusi KJIMEHTa, €CIM HE JOKaXKEeT, YTO KJIHEHT
HApyLIWI TOPSAJOK HCIIOJNB30BAaHMs DJIEKTPOHHOTO CpEACTBA IUIAaTeXa, YTO IOBJIEKJIO COBEpIICHUE
omnepanuu 0e3 corjacusi KiMeHTa — ¢uzudeckoro ymna. [O¢uyuanvusii caiim banka Poccuu, pazoen
«Hayuonanvnaa nnamedxcnaa cucmema» — «Pecynupoeanue 6 HayuUOHANLHOU NIAMENHCHOU
cucmeme»—«Bonpocel u omeemui»—«Omeemsl HA 8ONPOCHI, C6AZAHHbBIE C NPUMEHEHUEM OMOEbHBIX
Hopm Dedepanvrozo 3axkona om 27.06.2011 Ne 161-D3 «O HAuuOHANLHOU NAAMENCHOU CUCHIEME»
(uacmo 1)]

3ammTa nepcoHAJbHbBIX JAHHBIX JIepKaTesiel KapT

Kak neiictBoBath BJIaje/iblly 0aAHKOBCKOW KapThl, €CJIM €My NPHILIO SMS-COO0IIEeHHe WJIH
3J1eKTPOHHOE MUCHLMO ¢ HH(popManuei o0 ee 0.10kupoBKe 0T UMeHH «lleHTpasbHOro 6anKa»?

bank Poccum mnepuoaunuecku mnosydaeT uHpopManuio o (akTax COBEPIIEHUS MOIIEHHUYECKUX
JeMCTBUH TMOCPEICTBOM SMS-COOOIIEHNH WM email-pacchlyiok ¢ HCHOJIb30BaHMEM €ro HMMeHH. B
YaCTHOCTH, MOIICHHUKH HANpPaBJSIIOT TOCPEACTBOM SMS-COOOIIEHH W email-pacchuiok B aapec
KJIMEHTOB Pa3IMYHBIX KPEAUTHBIX OpPraHU3aluil JIO)KHBIE COOOLICHUS O OJIOKUPOBKE OAHKOBCKOM KapThl
KJIMEHTa M TPEUIOKEHUs] TEePe3BOHUTh MO YyKa3aHHBIM B COOOLIEHUSX TenedoHHBIM HoMmepaM. B
Ka4yecTBE OTIpaBUTENICH COOOIEHNH, Kak MpaBuio, ykasbeiBatores: «LenTpodank Poccum», CentroBank,
«Cnyxb6a Oe3omacHoctu banka Poccum», TO ecTh HaMMEHOBaHMsI, aCCOIMHUPYIOIIMECS C Ha3BaHUEM
Hentpanbnoro 6anka Poccuiickoit @enepaunu (banka Poccun).

Y  rpaxnaH, oOpamaronmxcsi IO yKa3aHHBIM B COOOMIICHUSAX Tele(OHHBIM HOMEpam,
37I0YMBIIIJICHHUKH TIBITAIOTCS BBIICHUTH HOMEPA SKOOBI 3a0JIOKMPOBAHHBIX OAHKOBCKUX KapT, PIN-KoIbI,
KOJIMYECTBO JEHEXKHBIX CPEICTB, Pa3MELIEHHBIX Ha KapTOUHBIX CYETax, IEpPCOHAIbHBIC JaHHBIE
BJIAJIENIbLIA KAPTHI U IPYTYI0 KOHPHUICHIINATIBHYIO HHPOPMALIUIO.

HentpanpHubiii 6ank Poccuiickoit denepaniiy HIKaKOTO OTHOIICHHS K YKa3aHHBIM SMS-COOOIIEHUSIM
u email-pacceikam He umeet. [lomoOubie aeiictBusi bank Poccum pacrieHMBaeT Kak MOIIEHHUYECTBO,
OCYIIECTBIIIEMOE C CIO0JIb30BaHneM nMeHn LlenTpansHoro 6anka Poccuiickoit deneparuu.

[Tpu monydyeHuu MomoOHOrO poAa SMs-cOOOIIEHUH M email-pacchUloK Tpa)<IaHUHY HEOOXOIUMO
He3aMeUIUTEIbHO 00palaThCs B MOApPa3IeieHHs] KPEAUTHON opraHu3aliiy, BelIaBiIeil eMy 0aHKOBCKYIO
KapTy, 4ToObl yJOCTOBEPUTHCS B MOJIydeHHON MH(popMmanmu. [lenaTs 3T0 cienyer mo Tomy Tenedony,
KOTOPBI HamucaH Ha O00OpOTHOW crTopoHe KapThl. OOpamiasce ke mo TenedoHy, yKazaHHOMY B
COOOIIEHNH, CYIIECTBYET OOJbIas BEPOSATHOCTh CTOJKHYTHCS C MOUICHHUKaMU. [[Ipecc-peaus Banka
Poccuu om 24 aseycma 2012 2o0a — Oguyuanwvusiii catim banka Poccuu, pazoen «Ilpecc-penusot»|

Kakue uncrpymenTsl ecth Y banka Poccun aj1st 60pb0bI ¢ priHAHCOBBIMHM MOIIEHHUYECTBAMMU ?

B cBsi3u pocTOM ciy4aeB MOIICHHHWYECTBA ¢ OaHKOBCKMMM Kaptamu bank Poccum oOHapomoBan
Vkazanue ot 14.08.2014 Ne 3361-VY «O BHecenuu nzmenenuii B [lonoxenue banka Poccun Ne 382-11 ot
9 mrons 2012 roga «O TpeOOBaHMAX K OOECIEUEHHUIO 3aIUTHl MHGOPMAIMM TPU OCYILECTBICHUHU
NEPEBOJIOB JIEHEKHBIX CPEACTB U O MOpsAKe ocyliecTBiIeHUs bankom Poccun KOHTpOIIs 3a coOMoAeHEM
TpeOOBaHMI K O00ECHEUeHUI0 3alIUThl MH(MOPMAIMM TPU OCYIIECTBIECHUH IIEPEBOJOB JIEHEKHBIX
cpenctB» (manee — Ykazanme Ne 3361-Y), pernmaMeHTHpyIOlee TMOPSIOK 3alTUThl HHPOPMAIMH TPH
OCYILIECTBIJIEHUY MIEPEBOOB JEHEKHBIX CPEJICTB.

DTOT HOPMATUBHBIA TOKYMEHT BCTynui B cruty 16 mapta 2015 rona.

B cootBercTBuM ¢ Ykazanuem Ne 3361-Y OaHKu TOKHBI HH(GOPMHUPOBATH TPaKIaH O MOSBICHUU B
Cetn n0OXHBIX ((panbCUPUIIMPOBAHHBIX) PECYPCOB M MPOTPAMMHBIX OOECMEYeHUN, HUMHUTHUPYIOIINX
IPOTPaMMHBIN HHTEepQEiic HHTEpHET-0aHKMHTa KPEAUTHBIX OpraHU3alui.

Taxke, cormacHo VYkazaauto Ne3361-Y, OaHKM MODKHBI pa3MeliaTh Ha JIMIEBOW TMaHENH
0aHKOMAaTOB M TEPMHMHAJIOB WM B HEMOCPEICTBEHHOH OMM30CTH OT HHUX CBOE HaMMEHOBAHUE,
UACHTU(PUKATOP YCTPOMCTBa, TeaedOHHbIE HOMEpPA U aJipeca AJIEKTPOHHOU MOYTHI ISl CBA3H KIUEHTOB C
KpenuTHOM opranu3auueii. Kpome toro, Ha 6GaHKOMaTax MOJDKEH OBITh MPHUBEAEH aJrOPUTM ICHCTBUI
KJIMEHTa B Ciy4yae HapylieHuss paboTel OaHKoMaTa JHUOO TpPU BBIABICHUH HAPYIICHUN 3alllUThI
uHpOpMaLIUH.
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Hakonen, oqua u3 myHKTOB 00s3biBaeT Oanku ¢ 1 wmroms 2015 roma BbIaBaTh KapThl TOJBKO C
MUKpoTporeccopoM (uumom). JlaHHBIE TaKMX KapT HEBO3MOXKHO CKOIMUPOBATh, YTO CYIIECTBEHHO
3aTPyAHSIET NEUCTBHUS CKUMMEPOB. [Vkazanue om 14.08.2014 Ne 3361-V «O enecenuu usmeneHutl
THonooicenue banxa Poccuu Ne 382-11 om 9 uronsa 2012 200a «O mpebosanusx Kk obecneyeHuro 3auumaol
ungopmayuu npu ocywecmeaieHuu nepesoo08 OeHeNCHbIX Cpeocms 1 o0 nopsoke ocyuiecmenenuss bankom
Poccuu kommpons 3a cobarwodenuem mpebogaHull K 0OecneyeHur) 3auumel UH@opMayuu npu
ocyuecmeneHuy nepeeooos8 OeHEeN’CHbIX CPeoCm e |

Kakumu TakTHKaMHU NOJb3YIOTCH 3J10YMBIILIEHHUKH, YTO0ObI MOJYYHTh JOCTYN K JAHHBIM O
0aHKOBCKOIl kapTe?

OpaHuM M3 caMblX pacHpOCTPAHEHHBIX METOJIOB MOIIEHHUYECTBA fABIAETCS (UIIMHT, KOorja
MOIIIEHHUKHA TIONY4YalOT JOCTYN K KOH(PUACHIMAIHHBIM JaHHBIM BKJIATYMKa OT HEr0 Camoro.
310YMBIIIJICHHUKH UCTIOIb3YIOT HECKOJIBKO OCHOBHBIX TaKTHK.

BapuaHT nepBblii — «3BOHOK M3 0aHKa» C MPOCKOOW O MOTANICHUH 3aJ0DKEHHOCTH MO KPEIUTY.
AOGOHEHT Ipe/ICKa3yeMo OTPHIAeT HAIM4YME 33J0JDKEHHOCTH M KpeauTa, TOTJa «IIpeICTaBUTeNn OaHKa»
MPOCAT €ro YTOYHWUTH JaHHBIE CBoeW KapThl — Homep, PIN-kox u mary BeIIauw, «4TOOBI OOJBINE HE
OECIIOKOUTH IO 3TOMY TOBOIY». ECiIM KIMEHT coOOUIUT BCE CBOM JIaHHBIE, MOIIEHHUKH 0€3 0co00Tro
TpyJa CHUMYT CPEJCTBA C KaPThl, U3TOTOBUB €€ (aJIbIITUBLIN aHAJIOT.

BapuanT BTOpOIl — pacchiika 3J€KTPOHHOTO MHCbMa, B KOTOPOM OT MMEHH OJHOTIO W3 KPYIHBIX
PO3HUYHBIX OaHKOB COOOINAeTCss O SIKOOBI TOCIEIHUX HOBAIMAX B €ro CUCTeMe O0e30MacHOCTH.
[IpecTymHUKH MOTYT 3HaTh, UTO aJlpecaThl SIBJISIOTCS AepKAaTeIsIMU KapT UMEHHO 3TOro 0aHka, a MOTYT U
HE 3HATh — pACChUIKA JIENAeTCsl B IIMPOKHUI CIMCOK aJpecoB, U CPEeau HUX, CKOpee BCEro, Hauaercs
KaKoe-TO KOJIMYECTBO KIIMEHTOB COOTBETCTBYIOIIEero OaHka. /[l oTBoJa IJia3 3allpallirBarOTCs
HEKOTOpPBIC CBEJIeHUS (BIUIOTH IO MOTPEOUTENBCKIX MPEAMOYTCHUI), HO caMO€e TTIaBHOE — HOMEP KapThI
n PIN-kox (eme MOryT IOMHTEpPECOBAaTbCA OTBETOM HAa «KOHTPOJIBHBIM Bompoc»). K mucemy
MPUKPETUISETCS CChUTKA, SKOOBI BEAyIIass HA CalT OaHKa-dMHUTEHTa KapThl. Ho 3TOT caiiT — momjenka,
UMUTHpYIOIIasi JOTOTUIl M AW3aiiH caiiTa OaHKa, KOTOPHIM IOJIb3yeTCs BBIOPAHHBIN MOIIEHHHUKAMHU
kiueHT. [locnme 3amoHeHust 3TOM aHKEThl MEepCOHANbHBIC JAHHBIE KIIMEHTA, a 3HAYUT, U DJIEKTPOHHBIC
CPEICTBA, TOCTYIHBIE MO €T0 KapTe, CTaHyT J0ObIUel MOILIEHHUKOB.

BapuaHT TpeTHii — 3710yMBIIUICHHUKH 10 3JIEKTPOHHOM 1MOYTE WM Ha aKKAYHT B COLICETH MPUCHUIAIOT
KO, KOTOPBI PEKOMEHIYIOT BCTaBUTh B CTPOKY Opaysepa, MO0 CChUIKY, 0 KOTOPOW OHM IpeasaraiT
npoitu. Kox wim cchlika SKOOBI TMO3BOJIAT BHJETh 3aKPHIThIC 3alUCH B 0JIOrax MOM-3BE3]] WIH
MOMYJISPHBIX aKTEPOB WJIM TMOJYYUTh JAOCTYN K OyATo OBI cymiecTBylomeld 0aze 000 BCeX rpakaaHax
Poccuiickoit ®enepannu. Ho Ha camom aene 3To (QUIIMHrOBas Mporpamma, CKadMBaroIlas ¢ BaIllero
KOMIThIOTEPA W TEpEeCchUIAroNIas MPEeCTyMHUKaM (aiiabl cookies, KOTOpbIE OTpakarOT MAapUIPYT 3aX0JI0B
BBIOpAaHHOW HMMHU JKEPTBBl B PA3IUYHBIE CEPBHUCHL. B TOM umcie, BO3MOXHO, W Mapoib K JTUYHOMY
KaOMHETy B CUCTeMEe OaHKa, KOTOPBIM MOJIb3YETCs 3TOT rpaskJaHUH.

Yto nesiaTh, YTOOBI HE CTATH KEPTBOM «PUIIHHIA»?

[Ipexxne Bcero Henmb3sl JOMYCKaTh, YTOOBI NAHHBIC BAIllel KapThl MOMAAIH K TPETHUM JIHIAM, TEM
Oosyiee HE3HAKOMBIM. 3allOMHUTE: OaHKU U OMepaTophbl IJIATEKHBIX CHUCTEM HUKOI/A HE MPHUCHUIAIOT
MUCEM W HE 3BOHST KJIMEHTaM C MPOCHhOOW MpemocTaBUTh UM JOaHHbIE O cuere, PIN-kon WM WHBIE
NepCOHANbHBIE TaHHbIe — BCsA HeoOxouMas nHpopMalus y 6aHKa U Tak UMeeTcs. baHk MpocuT KiIueHTa
JMYHO 3aeXaTh B O(UC WU, €CIIH ITO Vip-KIUEHT, MPUCHUIAET K HeMYy Kypbepa. U erie — CTouT B3sTh cede
3a MPaBWJIO C XOJy CTUPaTh MpPHILEAIINE Ha Balll 3JEKTPOHHBIN aapec COOOIEHHs, COAEepIKallue
HETOHSTHBIE BaM KOJIbI.

Kinuenram OaHKOB PEKOMEHIYETCS HEMEIJICHHO IpeKpamarh o0yl (UHAHCOBYIO WHTEPHET-
OTIepAIUIO, €CITH BOSHUKIIM MaJICHIIIIE TOJO3PEHHUs, YTO OHA IPOXOJUT HEIITATHO, U TYT K€ 00pamarbes
K crienuanuctaM 6anka. Heo0xoammo Takke Kak MOYKHO Yallle MPOBEPATh BHIMUCKU CO CBOETO CYETa, JUIs
4ero M3 COOOpaxkeHHWil Oe30MacHOCTH JKENaTeNbHO MOAKIIOYHTh YCIYyry Sms-HHQOPMHUPOBAHUS O
COBEPIICHHBIX orepanusix. [Oowue pexomenoayuu no obecneweHuro bezonacHou pabomol 6 Unmepnem.
«Ynpaenenue «K» npedynpescoaem: 6yovme ocmopodchvl U HumamenvHul!», Munucmepcmeo
sHympennux oen Poccutickoii @edepayuu. Inekmponnoe uzoanue. 2012]
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Mo:keT Jiu BJIajiesiell IJIATEXKHONH KapThl 100pOBOJILHO NepeaaTh ee IPyromy Juiy?

[lepenaBaTh miaTeXXHYIO KapTy APYTUM JUIAM, B TOM 4YHCJIE€ POJICTBEHHHKaM, He clenyer. B
OTJIMYME OT HaXOMASIIMXCS HA KAPTOYHOM CUETEe CPEJCTB, camMa KapTa sABJIsieTCs COOCTBEHHOCThIO OaHKa, a
He KiueHTa. [lonb30BaTbes € MOKET TOJMBKO TOT YENOBEK, YbM (DaMuIUs UM UMS yKa3aHbl Ha KapTe.
[lepenava kapThl Ipyrum iunam u coodbmenne uM PIN-kona — 310 HapylieHue nopsiika UCIoIb30BaHUS
DIIGKTPOHHBIX CPEACTB IUIATEXKA, YCTAHABIUBAEMBIX OAHKAMHU-DMUTEHTAMU U MEXKIyHAPOIHBIMH
IUTATeXHBIMU cucTeMamu. llpu BBISIBICHMM TakoW mepenayd OaHK B JalibHEHIIEM BIpPaBEe OTKa3aThb
BIAJCNbIy KapThl B BO3MEIICHUM [EHEXKHBIX CPEACTB IO COBEPIICHHBIM HECAHKIMOHUPOBAHHBIM
ONepaLUsIM.

bank Poccuu B npecc-penuse ot 14.07.2014 npenynpenun o pacnpoCTpaHEHUH CIEIOK MO MPOJaxe
BJIAJENIbIIAMU KPEIUTHBIX KapT HEYCTAHOBJIEHHBIM JULAM. DOTH HEU3BECTHBIEC JIMLA, B CBOK OYEpE.b,
pa3MemaoT OOBSIBICHUS O NMPHUOOPETECHHM IJIATEXHBIX KapT WM OOpamaroTcs HEMOCPEICTBEHHO K
BJIAJIEJIbIIAM C MPEJI0KEHUEM NTPOAATH KapThl.

bank Poccum mpenymnpexaaer, 4To, BO-TIEPBBIX, caM (akT Mepeiadd KapThl MPEICTaBIsSeT coO0i
HapylIE€HUE MPaBUJl HCIIOJIb30BAHUS SJIEKTPOHHBIX CPEACTB IUIATEXa, BO-BTOPBIX, BIAAENEL] KapThbl
PHUCKYyeT OBbITh NPHUBJICYCHHBIM K OTBETCTBEHHOCTH KaK COYYaCTHHMK B Cllydyae, €CIM €ro kapra Oyzier
WCIIOJIb30BaHAa TIPH COBEPIICHUU TPOTHUBOIPABHBIX neucTBuid. [[lamamxka «O mepax 6e3zonacHoco
ucnonvzosanus oauxosckux kapm» (llpunoscenue k nucomy banka Poccuu om 02.10.2009 Ne 120-T);
lIpecc-penus banxka Poccuu om 14.07.2014]

Kak oT/In4uTh HACTOSIIUIT MHTEPHET-CAUT 0aHKA OT MOA1eJIbHOr0?

[Ipu moaxmroueHNH K GaHKOBCKOMY CEpBEpY HJIM MHOHM BeO-CTpaHHIlE, HA KOTOPOil HE0O0X0AUMO
BBECTU KOH(HIEHIMATbHBIE CBEJECHUS, HAAO0 YOEIUThCS, YTO OTKPhUIACh UMEHHO HY)KHas CTPaHUIIbI U
4TO ajipec, oToOpaxaembiil B Opaysepe, npaBmwibHbli. Ecin URL-anpec coctout u3 cnyuaitHoro Habopa
OYKB M YMCEJ WIH BBIMJISIIUT MO03PUTENBHO, CIEAYeT MPEKPAaTUTh ceaHc. MOXKHO MOTPATUTh HECKOJIBKO
cexkyHa u HaneudataTh agpec (URL) caiita caMocTOsATENBHO.

Janee Hamo yOeaUThCS, UTO CEaHC MPOUCXOIUT B 3amtuiieHHoM pexume (SSL): ecnu coennHeHME
6e3omacuoe, To URL-anpec crpanunsl Oyner HaumHaThes ¢ OykB «https», a B aapecHOW CTpOKE HIIU
CTpPOKE CcoCTOsiHHMsI Opaysepa Oymer oToOpaxkaThcs HEOONBIIONW 3HA4YOK 3aMka. lllenkHyB 1o 3HaAUKy
3aMKa, MOKHO YBHUJETh HMH(POPMAIMIO O cepTH(UKATE MOATUHHOCTH, KOTOPBIA ObUI BBIJAH JAHHOMY
caity. Ceptudukar nomwkeH ObITh nericTByromuM. Ecim ero craryc otmdaen ot «This certificate is OK»
Wi «ITOT cepTU(HUKAT NEHCTBUTEICH», CIENYET BBIUTH U3 CUCTEMBI M OOpaTUTHCS B OAHK.

bank Poccun B mamsitke «O Mepax 0€30MacHOr0 MCIOJIb30BaHUS OAHKOBCKUX KapT» PEKOMEHIYET
MOJIb30BAaThCA UHTEPHET-CAUTAMH TOJIbKO M3BECTHBIX M MPOBEPEHHBIX OpraHU3alil TOPTOBIU U YCIYT U
00s3aTenbHO yOEXKIAaThCsl B MPABUIIBLHOCTU ajipecoB VHTEpHET-cailToB, Ha KOTOPBIX MperoJiaraercs
COBEPILUTH MOKYIKH, TaK KaK MMOX0XKHUE aJIpeca MOTYT UCIOJIb30BaThCA AJIsi IPOTUBONPABHBIX JEHCTBUM.
[[lamamrxa «O mepax 6e3onachozo ucnonwv3osanus oankosckux kapm» (Ilpunoscenue k nucoemy banka
Poccuu om 02.10.2009 Ne 120-T))

Kak 4epe3 noaaejibHble HHTEPHET-CAUTHI OCYIIECTBIASIOTCH GUHAHCOBbIE MOIIECHHUYeCTBA?

Pacmpenue 4yncna rocycnyr, HMpeaoCTaBisieMbIX TIpakIaHaMm uepe3 ceTh HTepHeT, BbI3BANO K
JKU3HHU HOBBIM BHJI MOILLIEHHUYECTBA, OCHOBAHHBIN HA 3KCIUTyaTallMK JOBEpUs K rocyaapcTBy. Peus uzer,
K MPUMEPY, O MOIICHHUYECKUX CaiiTax, COOMPAIOIINX JEHbIU 3a SKOOBI OPHUIIMATBLHYI0 HH(OpPMAIUIO O
JIOJITaX TPak/aaH.

Hekotopsie 3 caiiToB UMEIOT AM3aiiH, CXOXKHUH ¢ oduruanpHeiM pecypcom DenepanbHON CITyKObI
cynebnbix mpuctaBoB (nanee - ®CCII) u cepBucoMm «baHK NaHHBIX HUCHOTHUTEIBHBIX MPOU3BOJCTB.
MolieHHUYECKHE CalThl «pPEKJIAMUPYIOTCS» YEpe3 CChUIKM B TOMYJISPHBIX COLHUAIbHBIX CETAX H
JEMOHCTPHUPYIOT TOCETUTENSIM CUMBOJIMKY DenepanbHol ciayxkObl cyneOHBIX mpuctaBoB Poccuiickoit
denepannn 1 n300pakeHne poccuiickoro (ara. BBens cBou NaHHBIE, MMOTH30BATEIb «y3HAET», YTO B
OTHOILIEHUH HETO MPOBOJIUTCS MPOBEPKA, JIUOO eMy 3aKphIT BbIE3[ 32 pyOex, MO0 Ha €ro MMYIIECTBO
BOT-BOT OyzieT HanoxeH apecT. YToObl y3HATh AETai, OH JIOJDKEH OTIPABUTH IJIATHOE SMS-COOOLICHHE
Ha HEKUW HOMep. B MOMmKHMKAX OKa3bIBAIOTCS aOCOIIOTHO BCE MOCETUTENH M KTO-TO TYT K€ PacCTaeTcs ¢
KaKOW-TO CyMMOM JI€HET.



6

[To atomy moBoxy @CCII nemana oduimanbHOE 3asSBJIECHUE O TOM, YTO BCE €€ CEPBUCHI, BO-TIEPBHIX,
MPEIOCTABIISIOTCS HAa OPUIINATIEHOM CalTe, BO-BTOPHIX, OCCIIIIATHBI.

Jpyroil mpumep MmoaoOHOrO pojaa — 3TO «yCIAYrH» MO OIvlare mTpadoB 3a HapylIeHUE IpPaBHII
JOPOKHOTO JBHkKEeHHS. HexoTopple aBTOBIanenbIlbl B MOCKOBCKOM 001acTH, MONYYaBIIME MO MOYTE
IPOTOKOJIBI 00 aJMUHHCTPATHUBHBIX HApYIICHUSIX Ha JOpOrax, CTalud >KEpPTBAMHU MAaXHWHATOPOB,
OpraHM30BaBIINX MOANENbHBIA VHTepHET-cepBUC MO ormare mrpados 3a Hapymenue [1J]JI — He 3Has
TOTO, 4TO oIulata mTpadoB Bo3MOKHA udepe3 moprtan «[ocycmyru», cait permonampHoro I'MBJIJI, a
TaK)Ke uepe3 MIaTeKHble CHCTEMbl HA OCHOBAHMHM HOMEpA U JAaThl JOKYMEHTA.

PexxnM 0e30nacHOCTH 3JICKTPOHHBIX IIATEKeH

Kak 3amuTuTh cBOUM (MHAHCOBBIE CPEACTBA NMPHU COBEPIIEHNH MOKYINOK Yepe3 MHTEePHeT?

Jnst obecrieuenust 0€30macHOTO  OHJIAMH-OAHKWHTA  UCIOJIB3YIOTCS TaKW€  METOIbI, Kak
IBYX(aKTOpHAs ayTeHTH(PHUKAIMS U POTOKOIBI MHU(POBAHUSI.

JIByxdakTtopHasi ayTeHTU(UKAIMs MpeanoiaraeT MO3TalHbIi JOCTYN K OHJAiH-OaHKY: CHayala
MOJIb30BaTEIb C KOMIBIOTEPA BBOJUT JIOTMH U MapOJib, 3aTEM JUIsl MMOATBEPKICHUS BX0/la B CUCTEMY U
MPOBEJICHUS ONepaluii BBOJUT JOMOJHUTENbHBIE OJHOPA30BbIE KOJbI. DTH KOIbI MOJIH30BATENb MOXKET
MOJTYYUTh HECKOJIILKIUMH CIIOCOOaMHU.

Bo-niepBbIX, OH MOXeET B3fTh pacledyaTKky cO CIHCKOM Maposied B OaHKoMaTe OOCIyKUBAIOLIETO
O0aHka, W mpu paboTe ¢ OHJIAMH-OAHKOM eMy MOTpedyeTcs BBECTH HEUCHOJIb30BAHHBIA MMapOJb,
yKa3zaHHbII cepBepoM. [10CKONbKY KBUTAHLIUS C OJHOPA30BBIMU KOJAAMH MOKET MOIMACTh B UYXKUE PYKH,
HEKOTOpPbIE KPEAUTHBIE OpraHr3allii YCTaHABIMBAIOT OTPAaHUYEHUSI HA CYMMY OIE€palliy, COBEPIIaeMOn
0 TAKOMY OJIHOPA30BOMY KOJTy.

Bo-BTOpBIX, 0HOpPA30BBIE KOJIbI MOTYT T'€HEPHPOBATHCS KPUMTOKAIBKYJISITOPOM — CIELUATBHBIM
KpUNTOrpauueckuM yCTPOWCTBOM, KOTOpOE KIMEHT IolydaeT B OaHKE IpPU OTKPBITUM CYeTa H
MOJIKJIFOUEHUH YCITYTH OHJIAH-OaHKUHTA.

B-TpeTrbux, onHOpazoBble KOJbI MOTYT CO3JaBaThCsl CEpBEpOM OaHKa MOJ KaXAyl OIEpaIuio
KITUEHTA U OTIPABIIATHCS HA €0 MOOUIIBHBIN Tese(OoH B BUAEC SMS-COOOIICHHUS.

Ha craguu wunentudukanuu monb3oBaTeNis B CHCTEME OOJIBIIMHCTBO OaHKOB Ipejasiaraet
MHOTO(aKTOPHYIO MOJIENIb C BBOJAOM, TIOMUMO JIOTHMHA U TIApOJIst, JOMOJIHUTENBHOTO Koaa. [Tpu sTom GaHk
MOJKET MCIOJIb30BATh PA3IMYHbIE CIIOCOOBI BbIIaYU OJTHOPA30BbIX KO0B. CaMbIM MOIMYJISIPHBIM SIBISIETCS
OTIpaBKa SMS-COOOINEHHUsI C MapojeM — OHa npumensercs B 91% cucrem onnaitH-Oankunra. B 44%
CHCTEM HCIOJB3YETCS CTe€HEPUPOBAHHBIA Maposib, B 32% cUCTEM — Mapoiib U3 MPEAOCTABICHHOIO
KJIUEHTY CIIUCKA.

Jlis MOXMILEHUs JeHer ¢ OaHKOBCKOTO CYeTa 3J0YMBIIUIEHHUK JOKEH HE TOJbKO y3HATh Mapy
«JIOTMH-TIAPOJIb», HO M TIOJIYYUTh JOCTYI K OJHOPa30BbIM KojaM. Eciu tenedon, Ha KoTophlii Bam 6ank
OTIIPABJISIET SMS-COOOIIEHUSI C KOJaMH, MOTEpSH WU YKpaJeH, HY)KHO HEMEUIEHHO OOpaTHThCsS K
orepaTopy COTOBOM CBSI3M M 3a0JIOKUPOBATH Sim-kapTy. [IpenocTaBiieHHbII 0aHKOM CITUCOK KOJIOB HAJO
TaK)Ke TIIATEIBbHO XPAaHUTh — OH «CTOUT» HE MeHbIle, yeM PIN-koasr 6aHkoBCKkHMX KapT. Ecim crimcok
MOTEPSIH WIH YKPAJIEH, CIEAYET HEMEIJICHHO aHHYJIMPOBATh BCE HEMCIIOJIb30BAHHBIE OJIHOPA30BbIE KOJIBI.
[« @yukyuonanvbHocms 6 yuepb b6ezonacnocmu. Kax 6auky 3auumumuscs om uncanoepog». — bankosckoe
obospenue (Mockea) Ne 7, 01.07.2014]

Kak HacTpouTh CBOii KOMNBIOTEP, YTOOBLI NMPOU3BEJAEHHbIE ¢ HEro OHJANH-IJIATEXKU ObLIU
0e3onacHbIMHU?

MoxHO BBIACIUTH OT,Z[GJ'ILHBII\/'I KOMIIBKOTCP UCKITFOYUTCIIBHO JJIA OHHaﬁH—6aHKHHFa U IMOKYIIOK 4€pce3
WHTepHeT, HO Takas BO3MOXXHOCTh IMEETCSI HE BCET/Ia, M caMa 1o ceOe He rapaHTHPYET TOJTHOH 3alllUThI.
Hcnonp3yercst i KOMIIBIOTEP TOJIBKO JJIs1 (PMHAHCOBBIX onepauuii B HTepHET wnu i APYrux HYX,
OH B JIOOOM cCiy4yae JIOJDKEH OBITb <«YHUCTBIM»: JIETalbHOE IMPOTPaMMHOE OOecredeHue, HHUKAKHX
BPEIOHOCHBIX U COMHHTENBHBIX MO MPOUCXOXKACHUIO IporpaMM. HeoOXoauMo peryispHO BBINOJIHSATH
AHTHBHPYCHYIO TPOBEPKY, YyCTaHABIWBAaTh OOHOBJICHUS OIEPAIMOHHON CHCTEMBI, TPUMEHSTH
JOMOJIHUTCIIbHBIC 3allTUTHLIC TPOT'PAMMBI.
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OTu U Jpyrue TpeOOBaHUS H3JIOKEHBI, B YAaCTHOCTH, B pazaene 7.5. «OO0mme TpeOoBaHUS IO
o0ecreyeHnI0 NHPOPMALMOHHON O€30MaCHOCTH CPeICTBAMHU aHTHBHPYCHOM 3amuThl» Cranaapra banka
Poccum CTO BP HMBBC-1.0-2014 «Ob6ecneuenne WHPOPMAIMOHHON OE30MaCHOCTH OpraHU3alui
OaHKOBCKOM cuctembl Poccuiickoit @eneparnuu. OOmue noioxkeHus», BBeaeHHoro ¢ 1 utons 2014 roxa.
B cootBerctBum ¢ myHktamu 7.5.1-7.5.7 Cranmapra, Ha BCEX aBTOMAaTH3MPOBAHHBIX PabOYMX MecTax
JOJKHA TIPUMEHATHCS AHTHBUPYCHAs 3al(uTa, (YHKIMOHHUPYIOMIAs B aBTOMATHYECKOM pEXHME
(BKJIOYAsl YCTAHOBKY OOHOBJIGHHH aHTHUBHUPYCHOTO MPOrpaMMHOrO OOECIHEeUEHUss U €ro CHUTHaTyp).
JlomkHa MPOU3BOAUTHCS AaHTUBUPYCHAsT (PUIIBTpAIIHS BCETO AJIEKTPOHHOTO MOYTOBOTO TpadukKa; B CIydae
YCTaHOBKH WJIM U3MEHEHUsSI POTPaMMHOT0 oOecrieueHus JOJMKHA BBIOIHITHCS aHTUBHPYCHAS MPOBEPKA
C UCIOJIh30BAaHUEM aKTYaTbHBIX OOHOBIICHUH.

Benyimme mpou3BOIMTENN AaHTUBUPYCHBIX MPOrpaMM, Hapsily € TPAJULIUOHHBIMU HPOAYKTaMH,
MpeAiaraloT Crelualn3upOBaHHbIC PEIICHUS JJIs 3allUThl OHJIAMHOBBIX IIaTexxei. Takue nmporpaMMHbIe
MOJIyJI BBIMOJHSIOT BaKHbIE JIOMOJHUTENbHbIE (DYHKIMH: HalpUMep, MPOBEPSIOT AyTEHTHYHOCTb
3aIyCKaeMoro IUIATEeKHOTO CepBHCAa Ui HWCKIIOYEHHS €ro IMOJMEHBI (DUIIMHTOBBIM CalTOM,
o0OecreunBarOT 3alyCK IUIaTEeXHOrO CepBHCa B 3alllMIICHHOM Opaysepe, Onaromaps yemMy UCKIIIOYaeTcs
KaK BO3MOXHOCTb BpPEJOHOCHOIO BHEIIHETO BO3JCUCTBUS HA KOMIBIOTEp IIOJIb30BATElNsl, TaK U
BPEIOHOCHOE BO3/ICUCTBUME M3 KOMITBIOTEpA (€CIIM OH BCE-TaKW 3apak€H TPOSHCKOM MporpamMMoi) Ha
oTepaIy MoJIb30BaTeNsl B CHCTEME OHJIAMH-OAaHKUHTA; UMEIOT BCTPOCHHYIO BUPTYAIbHYIO KIaBUATYPY
JUTsL BBOJIA JIOTWHA U TApOJIs U1 3alllUThl OT BEPOSITHBIX KJIIABUATYPHBIX MEPEXBATYUKOB.

B macTolikax o0o3peBarens JIydlie cpa3y 3alpeTUTh aBTO3AMONHEHUE GOPM U COXpPAHEHHE TapoJien
(B Internet Explorer aTo nenaercst B MmeHI0 «CepBHC» -> «CBolicTBa 0003peBaTeisi» -> «Coaep:kaHue»
-> «ABTO3an0/IHeHHe»). [Obwue pexomenoayuu no obecnevenuro bezonacHou pabomsi ¢ Uumeprem.
«Ynpaenenue «K» npedynpesicoaem: 6yovme ocmopodcuvl U euumamenvHul!», Munucmepcmeo
sHympennux oen Poccuiickou @edepayuu. Inexmponnoe uzdanue. 2012 «3awuma 21eKkmpouHbIX OeHee 6
Humepnuem. Cogemvl no unmepHem-6e30nacHocmu 01 3auumel OeHez U KpeOUmHbIX Kapmy.
Jlabopamopus Kacnepcxoeo. Opuyuanvuuiii caiim)

Hacko/bK0 pCKOBAHHO HCII0JIb30BATh KOMIIBIOTEP ¢ MHOIONI0JIb30BAaTEJbCKHM J0CTYIIOM /ISl
BX0/1a B CHCTEMY OHJIaliH-0aHKa?

KomnbroTepsl ¢ o0muMm joctynoM (B uHTepHET-Kade, a’pomoprax, Kiybax, TOCTHHMIAX,
O6ubnauoTekax) IJs BXOAa B CUCTEMY OHJIaiH-OaHKa WM MOKYIOK B MHTEpHET-Mara3uHax HMCIOJIb30BaTh
HE)KENNATeNbHO. DTH KOMITBIOTEPHI MOTYT OBITh 3apa)keHbl HIMHOHCKUMH IPOTrpaMMaMH, W BBOJIUMbBIC
JOTMHBI W TMApOJIM MOTYT CTaTb W3BECTHBI MOIIEHHHMKaM. He pexkoMeHIyeTcsi Takke IMOJKII0YaTh
COOCTBEHHBIN KOMIBIOTEP, UCTIONb3YEMBIH 111 (PUHAHCOBBIX ONepanui, K o0ImenocTynHeM ceTsim Wi-Fi
BO M30ekaHue rnepexnara Tpauka aIMUHUCTPATOPOM CETH WM KuOepmpecTynHukamu. B ciygae, ecnu
BO3HMKAeT HEOOXOIMMOCTh IMPOU3BECTH T€ WM WHBbIE JEHCTBHS C HCIOJIB30BAHHEM COOCTBEHHOTO
YCTPOMCTBA, MNPEANOYTUTEIBHO HCIOJB30BATH CETh COTOBOIO  OIlEpaTopa —  BEPOSITHOCTH
3JIOHAMEPEHHOI0 BMEILATENbCTBA H3BHE B JTOM CIIy4ae HUXKE, HEXKEIM IpUd HCIOJIb30BaHUHU
obmenoctynHbix cereir Wi-Fi B 00111eCTBEHHBIX MeCTax.

Ecnu ¢uHaHCOBBIC Omepaly BHIIOIHIIOTCS ¢ KOMIIBIOTEPA, TOJKIIOUYEHHOTO K JoMalnHei cetu Wi-
Fi ¢ Beixosom B MHTEpHET, TO, MOMUMO 3alIUTHl COOCTBEHHO KOMIIBIOTEPA, CIEAYET MPUHATH MEPhI IS
3alIUTHl CETH, YTOOBl MHHHMMHU3HMPOBATh BEPOSTHOCTh HECAHKIMOHHWPOBAHHOIO JOCTyNa H3BHE U
BHEJIPEHUSI BPEAOHOCHBIX TporpamM. [«beszonachocms obwedocmynuvix Wi-Fi-cemetl». Jlabopamopus
Kacnepcroeo. Opuyuanvuouii caiim)

Kakoii maposb 17151 BX01a B CHCTEMY OHJIAHH-0aHKMHIa MOKeT ObITh NPU3HAH HAIeKHbIM?

HanexHsiil maposib — 3TO TaKOW MapoJib, KOTOPBIA TPYAHO YrajaTh, HO JIETKO 3allOMHUTH. [laponb
JIOJDKEH COCTOSITh MO MEHbIIEH Mepe U3 8 CHUMBOJIOB (4eM JIMHHEE, TeM Jydlle), B HEM JOJIKHBI
MIPUCYTCTBOBAaTh OYKBBI B BEPXHEM M HWKHEM PErucTpax, NU(pPbl U CHeruanbHbie cCUMBOIBL. OH HE
JOOJIDKEH BKJIIFOYATh B CG6$I JICTKO BBIYUCIIACMbBIC COYCTAHNA, Bpoz[e HMCHU U T0Ja pO)K,Z[GHI/I}I,
MocJIeIoBaTeIbHOCTH OYKB qwerty wiu mudp 123456, cinos user, admin u T.1.



Kak mHamwayymum o0pa3oM HACTPOUTh MOOMJIBHBIA TejedoH uaM cMapToH 1A
OCYIIeCTBJIEHHS Yepe3 Hero HHTEePHeT-IJIaTe:Ke ?

Jlnig monydeHust sms-KoJI0B M3 OaHKa JIydIlle MCIOIb30BaTh OTIENbHBIN TenedoH, MpuyeM MpocTon
MojieH, 0e3 BO3MOXKHOCTEH YCTAaHOBKH IMOCTOPOHHHUX MPOTrpaMM (4TOOBI MCKITIOUUTH 3arpy3Ky Kakoii-
100 BPEIOHOCHON TTPOTPAMMBI).

Ecnmu s monmydeHUs: SmS-KOJOB HCIONB3YeTCsS OCHOBHOW TeiedoH (cMapTdoH) Biamenbla, TO
JKEJIaTelbHO HCIIONb30BaTh OJOKMPOBKY HKpaHa — TaK MOXKHO YMEHBIIUTh PHUCK MpH MOMaJaHUN
TesneoHa B PyKH KHOEPIpECTyMHUKA — U MU pOBaHUE BaXXHOIN MH(OpMAITHH.

CoBpeMeHHbIE CcMapThOHBI HYXKAAIOTCA B TAaKOW JK€ AaHTHBUPYCHOM 3alldTe, KaK JOMAITHUN
KOMIBIOTEp U HOYTOYK. HekoTopwie MpoAyKTHI Juisi cMapT(OHOB, TOMHUMO AHTUBUPYCHBIX (YHKITHH,
UMEIOT MHCTPYMEHTHI 3alllUThl Ha ciay4dall KpaXku, BKJIIOYAs JUCTAHLIMOHHBIA JOCTYN XO3SMHA K
MOTEPSHHOMY WM YKpaaeHHOMY CMapTGOHY C METbI0 YCTAHOBJICHHS €ro MECTOHAXOXKICHHS,
OJIOKHUPOBKHU M YHUUTOKCHUSI TAaHHBIX.

[Ipn ycraHoBke Ha cMapTGOH HOBBIX MpPOTpaMM HaAo oOpamarh BHHUMAaHHE HA TO, KaKHX
paspemieHuii oHa TpeOyeT, OCOOEHHO Ha BO3MOXKHOCTh JOCTyna K sms-coobmeHusM. Eciam
3ampanmBaeMble HOBOW MPOrPaMMOM pa3perieHus] BBI3BIBAIOT IMOJO03PEHUE WM HE COOTBETCTBYIOT
3asBJICHHON (YHKIHMH, Jydile OT Hee OTKa3arbesa. [«Mepwi Oezonacnocmu npu ucnoab308aHuU
Mobunvrozo npunosicenusi». Coepecamenvhwiti 6ank. Oguyuanvroiil cauim. «Cogemvl no 6ezonacHocmu
cmapmaonos». Jlabopamopus Kacnepcrkozo. Opuyuanvuwiii cavim)



